


Threats and challenges to 
journalists in Europe 

 Index	
  on	
  Censorship’s	
  Mapping	
  Media	
  Freedom	
  project	
  has	
  
found	
  that	
  journalists	
  and	
  media	
  workers	
  are	
  confron<ng	
  

relentless	
  pressure	
  as	
  they	
  do	
  their	
  jobs.	
  	
  
	
  



REPORTING AND MAPPING TOOL 

Viola<ons,	
  threats	
  and	
  
limita<ons	
  faced	
  by	
  media	
  
professionals	
  	
  
	
  

Regional	
  
correspondents	
  +	
  
voluntary	
  submissions	
  
	
  

EU	
  &	
  candidate	
  
countries	
  
	
  







Do you feel free and safe to 
investigate, report, publish 
as a journalist in Europe? 

 WHAT	
  ARE	
  THE	
  LIMITATIONS	
  TO	
  YOUR	
  JOURNALISM	
  WORK?	
  
	
  

Sharing	
  stories	
  and	
  experience	
  of	
  censorship,	
  financial	
  pressure	
  and	
  
constraints,	
  fear	
  to	
  offend,	
  harassment	
  and	
  in<mida<on	
  (including	
  on	
  

social	
  media),	
  concern	
  over	
  protec<on	
  of	
  sources,	
  …	
  
	
  



JESSICA	
  ELGOT	
  
(@jessicaelgot)	
  
Journalist,	
  Assistant	
  News	
  Editor,	
  Huffington	
  Post	
  UK	
  
	
  
	
  
AMIE	
  FERRIS-­‐ROTMAN	
  	
  
(@Amie_FR)	
  
Journalist,	
  formerly	
  Reuters	
  senior	
  correspondent	
  in	
  Kabul,	
  Afghanistan,	
  and	
  Moscow,	
  Russia	
  
	
  
	
  
BEN	
  WHITELAW	
  	
  
(@benwhitelaw)	
  
Journalist,	
  Head	
  of	
  Community	
  and	
  	
  Digital	
  Development,	
  The	
  Times,	
  The	
  Sunday	
  Times	
  

Sharing tips and best practices 



Introduction to digital 
security 

 



h5ps://securityinabox.org	
  

h5ps://ssd.eff.org/en	
  

Lots of resources available 

Surveillance	
  Self-­‐Defence	
  
	
  (Electronic	
  Fron<er	
  Founda<on)	
  

Security-­‐in-­‐a-­‐box	
  
(Tac<cal	
  Tech,	
  Frontline	
  Defenders)	
  



What	
  do	
  you	
  want	
  to	
  protect?	
  
	
  
Who	
  do	
  you	
  want	
  to	
  protect	
  it	
  from?	
  
	
  
How	
  likely	
  is	
  it	
  that	
  you	
  will	
  need	
  to	
  protect	
  it?	
  
	
  
How	
  bad	
  are	
  the	
  consequences	
  if	
  you	
  fail?	
  
	
  
How	
  much	
  trouble	
  are	
  you	
  willing	
  to	
  go	
  
through	
  in	
  order	
  to	
  try	
  to	
  prevent	
  those?	
  

1	
  

2	
  

3	
  

4	
  

5	
  

Five	
  main	
  ques<ons	
  for	
  threat	
  modeling	
  assessment	
  

Assessing threats and risks 



HTTPS	
  
	
  
Web-­‐based	
  proxy	
  
	
  
VPN	
  (Virtual	
  Private	
  Network)	
  
	
  
Tor	
  
h_ps://www/torproject.org/projects/
torbrowser.html.en	
  
	
  
	
  
	
  

Digital	
  anonimity	
  and	
  censorship	
  circumven<on	
  

Safe internet browsing 



	
  
	
  

Communicating with others 

VoIP!Instant messages 

End-to-end encryption 

PGP

Voice  calls  

Off-the-Record (OTR) 

Video chat 
email https




Thanks! And don’t forget  
your counter-censorship bag! 



With thanks to: 

Any question? 
	
  melody@indexoncensorship.org	
  

	
  




