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ABUSE IN THE DIGITAL
REALM HAS BECOME
SO COMMONPLACE

THAT IT IS

UNDERREPORTED AND

UNDERESTIMATED

ey

WO

v F

MAPPING MEDIA FREEDOM
2014-18

ABOUT THIS REPORT

This is part of a series of reports
based on data submitted to
Mapping Media Freedom, an
Index on Censorship project.
This report looks at 162
incidents reported between 1
May 2014 and 30 September
2018

“Mapping Media Freedom

is essential to getting to the
bottom of the two biggest
issues plaguing media today:
violence against members

of the media and impunity
from prosecution by their
assailants.” ABOUT MAPPING MEDIA FREEDOM

DUNJA MUJATOVIC, . APPING MEDIA FREEDOM -- partially
Former OSCE representative on funded by the European Commission --
freedom of the media, 2016 investigates the full spectrum of threats to media
freedom in the region — from the seemingly
innocuous to the most serious infractions —in a
near-real-time system that launched to the public
on 24 May 2014.

Driven by Index on Censorship’s decades-long
experience in monitoring censorship across the
globe, Mapping Media Freedom set out to record
the widest possible array of press freedom viola-
tions in an effort to understand the precursors to
the retreat of media freedom in a country. The
ambitious scope of the project called for a flexible
methodology that draws on a network of regional
correspondents, partner organisations and media

sources.
N index Mapping Media Freedom defines a media
A et v , Worker.as anyon.e partaking in the gathering,
CUROPEAN CENTRE FOR assessing, creating and presenting of news and
== PRESS s MEDIA i information.
il ederntian of FREEDOM e Each report is fact-checked with local sources
M3d= Joumatses before becoming publicly available on the Map-
ping Media Freedom map. The number of reports
ACKNOWLEDGEMENTS per country relates to the number of incidents re-
AUTHoRs Valeria Costa-Kostritsky ported to the map. The data should not be taken
eoiming Adam Aiken, Sean Gallagher, Jodie Ginsberg and Ryan McChrystal with as representing absolute numbers. For example
contributions by Joy Hyvarinen, Paula Kennedy and Mapping Media Freedom L e
correspondents: Jodo de Almeida Dias, Adriana Borowicz, licho Cvetanoski, Jonas the number of reported incidents of censorship
Elvander, Amanda Ferguson, Dominic Hinde, Investigative Reporting Project Italy, appears low given the number of other types of

Linas Jegelevicius, Juris Kaza, David Kraft, Lazara Marinkovic, Fatjona Mejdini, P f
Mitra Nazar, Silvia Nortes, Platform for Independent Journalism (P24), Katariina 'nC'de.ntS repor'ted on th? map. Thls could be due
Salomaki, Zoltan Sipos, Michaela Terenzani, Pavel Theiner, Helle Tilkmaa, Christina to an increase in acts of intimidation and pressure

Vasilaki, Lisa Weinberger that deter media workers from reporting such
pesieN Matthew Hasteley cases
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Online abuse

This was the response from online trolls

to Polish journalist Ada Borowicz after

she published the story of an attack on

a woman in ltaly. Borowicz's 'crime', ap-
parently, was to have published the report
without referring to the fact the attackers
were alleged to have been migrants. Writ-
ing on Facebook Pawet Kukiz, a member of
parliament and the leader of the right-wing
populist movement Kukiz’'15, described
Borowicz's reporting as "scandalous".

Borowicz, who is also Mapping Media
Freedom’s correspondent for Poland, was
suspended from duties, and recalled from
the assignment. Though her management
did not give any explanation, she was told
by a colleague that she was being punished
on account of Kukiz's Facebook post. The
online threats followed.

When her contract with the government-
controlled TVP Info was due to be renewed,
an extension was not forthcoming.
Borowicz told Mapping Media Freedom
that the story “was supposed to serve as
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an excuse not to welcome migrants. When
my editors realised | wasn’t using harsh
words against migrants they weren’t happy.
A politician criticised me and then | was
surprised to realise how aggressive internet
users could be”.

Borowicz's experience is all too familiar

to many journalists, particularly women,
throughout the 35 nations that are either
European Union members or candidates
for entry to the EU. Some 176 cases of
online harassment were reported by Map-
ping Media Freedom correspondents be-
tween May 2014 and September 2018 - or
one a week. These reports represent just a
sliver of the threats against employment, of
physical and sexual violence, and of death.
Women journalists face malicious threats
and are subjected to an extra layer of har-
assment invoking their gender in a sexually
threatening and degrading way. The har-
assment is often the result of “dog-piling”
— as in Borowicz’s case — or the product of
an ongoing campaign by a troll.

INCIDENTS IN
WHICH

WERE
REVIEWED FOR
THIS REPORT
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Tip of the iceberg Incidents over time

Reports by quarter 2014-2018

J

Mapping Media Freedom correspondents ment-is normal.”
— and investigations into online harass-

ment published by Amnesty International,

Reporters Without Borders and the Inter-

national Federation of Journalists — have

repeatedly told us that journalists don’t

report all the harassment they receive on

soc_lal media to their unions or th_e _pohce, WORST OFFENDERS
which means the number of publicised
incidents far from reflects the true magni-

tude of the problem.
Q BOSNIA CROATIA ITALY SERBIA alla i
One Of the (easons journa”sts don’t re ¥ 23 reports 20 reports 18 reports 14 reports !_'ﬂ F' 9 reports
port online harassment is they get used

to it and end up seeing it as being part

of the job. llcho Cvetanoski, an Mapping SPAIN GERMANY . FRANCE ;*: MACEDONIA C+ TURKEY
. 9 reports 8 reports 7/ reports « 4™ 7 reports 7/reports
Media Freedom Balkans correspondent, j reer : P R

said: “One continues to report and report
incidents to the police. And then at some
point one stops reporting them, because

it's easy to end up thinking online harass-

Based on a review of 162 incidents reported by Mapping Media Freedom correspondents between
1 May 2014 and 30 September 2018.
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A wave of abuse

Adrien Sénécat, a journalist at Les Déco-
deurs, Le Monde’s fact-checking section,
which engages with readers and verifies
stories that have gone viral, says the prob-
lem of online harassment is something
that concerns him and his team directly.
He has thought about reporting incidents
— particularly libellous videos — to the
police “but feared a Streisand effect so [l]
didn’t”.

The online harassment of journalists can
take the form of a wave of abuse directed
at them. Sénécat likens it to aggressive
school bullying. “When you write a story
touching certain groups, it prompts very
violent reactions which are not limited to
the comments of the article but extend to
your Twitter mentions, your direct messag-
es, your emails,” he said. “And it can go
further — in public forums, for instance. |

MAPPINGMEDIAFREEDOM.ORG

did a story on bullying in schools, and this
[continual] wave of notifications reminded

me of how kids would be receiving bullying
messages until four in the morning.”

Online harassment can also extend to real
life, such as when information about a
journalist’s address is published online —
“doxing” — and the threats move offline.

Journalists describe feeling surprised at
and being unprepared for the violence di-
rected at them, and at the pack mentality
of abusive internet users.

Targeting women

Women who have a public profile, such as politicians and journalists, suffer insults and
threats, with private photos being leaked and published online.

Those photos were and

are an affirmation. They

captured my fulHrontal
nude body, but they

also captured my sense

of self worth. Something

that can't be eroded by
an intemet stranger.

Vanny Moyes wriles
every Mornckoy for

THE NAT$ONAL

LY AP
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In 2014, the International Women’s Me-
dia Foundation (IWMF) reported that two
thirds of women polled in an international
survey said they had been victims of online
harassment.

In 2016, stolen nude photos of Vonny
Leclerc (formerly Moyes), a journalist for
Scottish newspaper The National, were
posted online. She refused to be shamed,
and tweeted: “This is the reality of being
a female journalist right now. People like
you try to use our own bodies against us.
All the time.” She then published a nude
photo of herself, saying nudity was not an
object of shame for her.

Borowicz said: “As a woman, you are al-
ways a double target, since you are target-
ed as a professional and as a woman.”

Meanwhile, Lazara Marinkovic, Mapping
Media Freedom’s correspondent in Ser-
bia, said: “For women journalists, people
always use the same low blows, based on
looks, calling [them whores].”them, and
internet users perpetuating the abuse.

MAPPINGMEDIAFREEDOM.ORG

Toxic
environments

Marinkovic said: “Calling journalists, NGO
workers or whoever is speaking critically
about the government, traitors is a very
common thing in Serbia. There is a very
toxic environment in the media and on
social media. There is a mob media men-
tality. | feel it’s getting much worse.”

She added: “Our ruling party has paid an
army of bots to comment. Even the so-
called democratic parties hire people to
support their agenda online. They usually
write positive comments [under pro-gov-
ernment articles] or follow a signal after a
politician attacks a member of the opposi-
tion.”

Several of the cases on our database
started with politicians abusing journal-
ists online before continuing with media
outlets running smear campaigns against

them, and internet users perpetuating the
abuse.
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Impunity

“It’s quite easy to harass someone online.
People think it’s a safe way to threaten
someone,” he said. For example, in August
2018, a satirical comedian on Croatian

TV received a death threat on Facebook,
and was told “| know where and when you
travel” and “You will get one in the back
of the head, too, | swear”. When the police
discovered that the harasser was a man
from Split, the suspect confessed and said
sorry, but he also expressed surprised that
the police had managed to find him.

Journalists wanting to report online harass-
ment often struggle with a lack of support
or preparedness from online platforms,
online publications and the police.

Sénécat points at Twitter’s failure to take
action. “There’s a problem with Twitter,
which doesn’t consider threats are threats
unless people are saying ‘I am going to kill
you’,” he said.
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Meanwhile, referring to Serbia, Marinko-
vic said: “We have this prosecution office
for online harassment. You can report,

but they have so many cases and so many
other priorities. When people report some-
thing they have to bring printed copies of
the threats. It's hard to picture how they
operate.”

Encouraging self-
censorship

When asked whether online harassment
has impacted his work and that of his col-
leagues, Sénécat said: “We get intimidated
by these communities. | notice it among
my colleagues and me. Either you start
battling with these trolls, antagonising
them and answering them, [even thoughl
this is not a rational discussion that can
be resolved by a conversation, or you get
intimidated, scared of writing about certain
topics.

“For instance, if you write about Ulcan [a
Franco-Israeli Zionist activist who repeat-
edly targets journalists whose views he
disagrees with], you'll be scared he'll end
up calling your family, causing your dad to
have a heart attack, and you’re aware that
writing about certain topics will mean you
receive a lot of insults in your inbox.”

Across Europe, journalists are aware that
reporting on certain topics is likely to spark
online (and possibly offline) harassment
against them. These sensitive themes

include corruption (such as the mishan-
dling of European funds in Bulgaria, which
sparked harassment against investigative
website Bivol), organised crime, women’s
issues, toxic masculinity and online abuse
(journalists reporting on trolling are often
targeted), LGBT issues, the migrant crisis
(in Greece, journalists reporting on the is-
sue have been repeatedly targeted by sup-
porters of the far-right Golden Dawn party),
histories of conflicts (such as the 1990s
Balkans war), and the far-right.
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CASE STUDY

A turning point in
France

In November 2017 Daam was subjected
to an online harassment campaign after a
broadcast on Europe 1 radio in which she
discussed online forum Blabla 18-25. The
users of the forum had flooded a phone
number created by two activists keen to
fight sexual harassment. Daam called the
forum the “internet’s bin of non-recyclable
R

Following the broadcast, Daam was tar-
geted on social media — particularly on
Twitter. Libération reported that this abuse
included pornographic insults, death
threats and threats to her child. Her email
address was used to subscribe her to por-
nographic and paedophile websites. There
was also an overnight attempt to break into
her house.

Daam published the threats she had re-
ceived on her Twitter account. Two days
later, Europe 1 announced she was suing.
After a trial in July 2018, two men were
given six-month suspended jail sentences
and fined €6,000 for threatening Daam
online. A third person threatened her and
was given a six-month suspended sen-
tence.

“A trial-is already a victory,” the journalist
said. “Online harassment is not bound to
stop tomorrow but the message this trial is
sending is we are able to track down the
abusers.”

CASE STUDY

Establishing
boundaries online

“This could be talked about in journalism
schools. It could be something that outlets
tell you when you start a job with them. |
always tell students in journalism school to
be careful about what can be found about
them online,” he said.

After suffering online harassment, he
changed his behaviour, reducing his online
presence and protecting his private life.

“I’'ve deactivated notifications on Twitter,”
he said. “Notifications are bad. There’s an
accumulation effect. Doing this takes a
weight off. You start taking some distance
from Twitter and feeling better.”

He also reduced the information on him
available online: “I've made sure my phone
number was unlisted [and] that my address
couldn’t be found online. | don’t put pho-
tos of my son on Facebook. I've changed a
lot of things in my behaviour.”

It has also led him to reconsider his pri-
orities as a journalist, which he says are
not about building up a public profile on
social media and becoming a celebrity but
writing stories that start a debate on his

publication’s website. He said: “We should
start a better conversation about this. Our
editors consider we need to write stories
but don’t necessarily need to be on Twit-
ter a lot. Twitter is not the space that’s the
most important. Spending too much time
on it distorts your perspective. Twitter is a
space that has been colonised by hordes of
malevolent internet users. For me, spend-
ing more than one hour on Twitter a day is
harmful.”
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